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1.1 Copyright Notice

Copyright 2018Brodersen A/SALL RIGHTS RESERVED.
No part of this docment may be reproduced, copied, translated, or transmitted in any form or by any means, electronic or mechanical,
for any purpose, without the prior written permission of the original manufacturer.

1.2 Trademark Acknowledgement
Brand and product names are tragharks or registered trademarks of their respective owners.

1.3 Disclaimer

Brodersen A/Seserves the right to make changes, without notice, to any product, including circuits and/or software described or
contained in this manual in order to improve design fmgerformance.Brodersen A/&issumes no responsibility or liabilities for the

use of the described product(s), conveys no license or title under any patent, copyright, or mask work rights to thege, anodincakes

no representations or warranties th#ttese products are free from patent, copyright, or mask work right infringement, unless otherwise
specified. Applications that are described in this manual are for illustration purposes only.

Brodersen A/$nakes no representation or warranty that such &pation will be suitable for the specified use without further testing or
modification.

1.4 Life Support Policy

BRODERSEN®&& t wh 5| / FOR USE AS GRITKCAL COMPONENIFE SUPPORT DEVICES OR SYSTEMS WITHOUT THE PRI
WRITTEN APPROVAIBBBDERSENS

As used herein:

1. Life support devices or systems are devices or systems which, (a) are intended for surgical implant into body, artloy sugfain

life and whose failure to perform, when properly used in accordance with instructions faragieed in the labeling, can be reasonably
expected to result in significant injury to the user.

2. A critical component is any component of a life support device or system whose failure to perform can be reasonably ¢éxpected
cause the failure of thefé support device or system, or to affect its safety or effectiveness.

1.5 BrodersenCustomer Services

Your satisfaction is our primary concern. Here is a guide to Brodersen customer services. To ensure you get the fliceersefivices,
please follow e instructions below carefully.

1.6 Technical Support

We want you to get the maximum performance from your products. So if you run into technical difficulties, we are here Enhtip
most frequently asked questions, you can easily find answers in théupt documentation. These answers are normally a lot more
detailed than the ones we can give over the phone. So please consult this manual first.

To receive the latest version of the user manual, please visit our Web site at:

http://www.brodersen.com

Choose the product in question under product search and under each product you will find accompanying data sheets, amgnuals,
userguides etc.

If you still cannot find the answer, gather all the information or dioes that apply to your problem, and with the product close at hand,
call your dealer. Our distributors are well trained and ready to give you the support you need to get the most from yausdédrod
products. In fact, most problems reported are minor ard able to be easily solved over the phone.

In addition, technical support is available from Brodersen engineers every business day. We are always ready to gineapglizaion
requirements or specific information on the installation and operatid@ny of our products. Please do not hesitate to call-aral us

on support@brodersen.com

Denmark:

Brodersen A/S
Islevdalvej 187
Dk2610 Roedovre
Tel.: +45 45 35 26 27
sales@brodersen.com
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1.7 Product Warranty

Broderserwarrants to you, the original purchaser, that each of its products will be free from defects in materials and workmanship for
two years from the date of purchase.

RTU32N Series User Guide

This warranty does ri@pply to any products which have been repaired or altered by persons other than repair personnel authorized by
Brodersen, or which have been subject to misuse, abuse, accident or improper installation. Brodersen assumes no liabitig und
termsofth & ¢ NNI yiGe a | O02yaSljdsSy0S 2F adzOK S@Syidad . SOFdaAaS 27
of our customers never need to use our repair service. If a Brodersen product is defective, it will be repaired or replacdtheye

during the warranty period. For owdf-warranty repairs, you will be billed according to the cost of replacement materials, service time,
and freight. Please consult your distributor for more details. If you think you have a defective produut,tfeke steps:

1. Collect all the information about the problem encountered. (For example, Product type and s/n, hardware and software
version etc.) Note anything abnormal and describe the error in a product failure report.

2. Call your distributor andescribe the problem. Please have your manual, product, and any helpful information readily
available.

3. If your product is diagnosed as defective, make arrangement with your distributor about this.

4. Carefully pack the defective product, a completiuig report and a photocopy of proof of purchase date (such as your sales

receipt) in a shippable container. A product returned without proof of the purchase date is not eligible for warranty.service
5. Ship it to your distributor.
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2 Introduction
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2.1 RTU2N¢BrodersenRTU, PLC and Industrial Controller

The BroderserRTU32Nseriesis based on a 3bit IMX6 ARMplatform, providinga small footprintRTU and PLC with leading edge
functionality. As well as beingwersatileRTU and PLC with flexible 1/0 desigrio perform embedded data processing, control, data
logging and monitoring, it is also a networking communicator for collecting, managing and communicating data via prothffeleon
physical interfaces upwards and downwards in an industrial enmieon.

Typical applications fdARTU32Nure:

1 Substation automation applications

1 Railway level crossing monitoring

1  Control and monitoring of water pump stations
1 Communication Gateway

TheRTU32Nardware platformincludes a200-900MHz CPU with 12856MB RAMand integrated 128MB NAND Flagh.addition a
removableMicro-SD Flash cardan be useddefault size o4GB, provides an easy to use portabdeot/access/upgrade optianThe
integrated Flasistoresthe RTU32 firmware including OS.

2.2 WebServer configurabn and PLC programming in all IEC61131 languages

The RTU32 Serieis configured via the integrated WebServer. Settings like LAN port addressing, time functions/4gan8gem
credentials are handled in webpage&anline monitoring of connected physicald/and display of graphical overviewuss possible via
webpages.

Programming of logic functions and configuration acimmunicationsdrivers is managedusing the Brodersen WorkSuite package
software. WorkSuite is a powerful tool thé used for configuratio and programming of all RTU32 Series products. Applications
developed and running ithe RTU32Nwill easily run directly on thether RTU32 Series products. The full suite WorkSuite software
packagesincluded in the product package, and it will run intb mode without any licens@vith some runtime restrictions)

2.3 Drivers and runtime options

On The RTU32N you can easily activate additional driver runtime licenses. In case you need an additional driver youdestrit just
activate it using a softwarlicense. For example if you have ordered just the IEC60870 Protocol suite and then you decide to also use
IEC61850, you can send a purchase ondentioning the RTU ID.

R)!sRODERSEN

Licensing

System Overview RTU ID: 132a69d2603fb6c8
VM Runtime Settings
1/0 Board Settings
System Configuration
Maintenance

Firmware update )
License key |

Install key

Password

Reboot
Utilities
DNP3 Slave

Apply | | Cancel

Installed keys

User name: admin

User group: Administrators

€PU Temp: 622 °C
Load: 112 1.26 1.25
Mamory Usage: 65.5 %
Board Temp: 33.5 °C

Figure 1

After receiving the activation code you can &etie the desired driver on your RTU32N. It is the same for runtime options like number of
tags and even for the processor speed.

See pricelist fothe part numbers
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2.4 Ordering a Driver or utility
If a driver needs to be installed by user follow the bekieps

RTU32N Series User Guide

1. Gotto theRTU webpagkke shown irchapter 2.3

2. Copythe RTUID

3. Send a mail tgales@brodersen.comith the RTU ID and the need drivers and features.

4. After reception of the license code from Brodersen,tpale code on the same page as shown in chapter 2.3 and press

apply.

The licensed drivers will appear on the main screeder system overview, see below picture.

Drivers installed

Medbus Master/Slave Licensed
IEC 60870-5-101 Slave Licensed
IEC 50870-5-104 Client Licensed
IEC 60870-5-104 Server Licensed
DF1 Master Licensed
DNP3 Master Licensed
DNP3 Slave Licensed
IEC 61850 Client Licensed
IEC 61850 Server Licensed

3 Getting Started

3.1 Configuration and default settings
The LANnterface on theRTU32Ns set to its factory default settingst delivery

LAN1: 192.168.0.1, Subnet: 255.255.255.0

You can uséhe LANlinterface to configurghe basicsettings inthe RTU32NThe basic settirggnclude setup of network parameters
suchas IP address, Subnet rkadefault gateway, time settings, general username and password for accessing the web server pages and
file system with FTP etc.

The configuration is done via web pages in RIEU32NVeb Server. You must use your normal web browser to setup the basitgse
for the RTU32NThe web pages are optimized for MS Internet Explorer, Firefox and CHfgroe.are experiencing problems with using
the latest MS Internet Explorer version, please enable Compatibility settings in the browser.

4 How to connect and pepare your PC to configure theRTU32N

4.1 Wiring

Usea crosswired orstandard patch cable to connect your PC Ethernet interfacked AN1 Ethernet interface of the RTU. Apply power
to the RTUW; make sure that you connect the correct power supply voltage
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4.2 Setting up your PC Ethernet driveiMindows)

Your PC Ethernet driver must be setup to work in the same network segment as the LAN interface on the RTU32 you use. You must
setup your PC Ethernet TCP/IP driver to work in the segment IP 192.168.0.x.

Tosetup the Ethernet driver selestart ¢ Settingsg Network ConnectionsLocal Area Connectioasd the following window will

appear

1 Local Area Connection Properties |

Networking | Sharing

Connect using
¥ Realtek FCle GBE Family Controller

This cgnnection uses the fallowing item
7 Client for Microsoft Networks

81 \Mware Bridge Protocol

=005 Packet Scheduler

U8 File and Printer Sharing for Microseft Networks

[ -2 Intemet Protocol Version 6 (TCP/IPyE)
L

<& Link-Layer Topology ik overy Mapper /O Driver
-2 Link-Layer Topology Discovery Responder

Description
Transmission Cortrol Protocol/ntemet Protocol. The defaul

wide area network protocol that provides communication
across diverse interconnected networks

Click orinternet Protocol (TCP/IR4), andclickProperties A new window for setting the PC IP aglsls will appear. Set an IP address in
the same segment as the selected LAN IP addfesexample192.168.0.100 as shown here below.

NOTE: If you want to reonfigure your Ethernet TCP/IP driver back to initial settings, it is recommended that yolnaatettings before
you change them for setting up tHeTU32N

Internet Protocol Version 4 (TCR/IPv4) Properties [

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(©) Obtain an TP address automatically
@ Usge the following IP address:

IP address: 192.168. 0 . 100
Subnet mask: 255.255.255. 0
Default gateway:

Obtain DNS server address automatically
@) Use the following DNS server addresses:
preferred DNS server:

Alternate DNS server:

7] Validate settings upon exit

Qick OKand OKagain at the Local Area Connection Properties window. Now your PC Ethernet driver is setup for communicating with
the RTU32NNow apply power to th&@TU32NWat for the RTU32No boot upq takes approx20s. As a minimum the green PoweED
on the frontPANEImust be lit.

4.3 First time configuration

Start your Internet browser and enter the IP address of R1@J32Nn the address field
Now the first web page willppear in your browseand you will be askedto enter a password.
Please store the entered password in a safe place for future use.

hgsnaDERSEN

Welcome!
With the RTU32S Setup wizard, you need to set your password.
1. Set the password for your RTU32S.

Brodersen A/S, Islevdalvej 187,-B&L0 Roedovre, Denmarkel: +45 45 35 26 27, Fax: +45 45 35 26 29, Email: &edé@sencom 9
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CIlickNEXT to continue.

Now you are asked to enter your administrator password. Note that you can always dhiaige Username ialwaysfixed = admin.

1. Set the pasword for your Set the password forlyour RTU32S
RTU32S
Re-type password to confirm: 1

After typing in your password twiceglect Finish to continuendsave the settings

The RTU will then restart and after ~3@su will get asked to login to tHRTU32Nveb server as shown below.

Connecting to 192168.0.1.

—_— |'JSEFHEI’T"IE

|
| | Password
Domain: BSD

[7] Remember my credentials

TheUser name is fixed = admin. Enter your password.

This is the login you will meet every time you try to login in the futAfeer login in you will get to the first configuration web page.

Brodersen A/S, Islevdalvej 187,-B&L0 Roedovre, Denmarkel: +45 45 35 26 27, Fax: +45 45 35 26 29, Email: &edé@sencom 10
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5 Configurationparameters in the web pages

After the first time setting up the password, the main configuration page oRR&I32Nvill appear in your browser. Next timeu
connect to the web pages you will be askednter credentialsto get access.

5.1 Settings overview

The first page that you aess when you enter thRTU32NNeb pages is the Settings Overview page:

Hardware Overview
Network Settings
Modem Settings

VM Runtime Settings b
1/0 Board Settings.
Time Settings

Change Password

Edit Config File

Boot

DNP3 Slave b

User name: sdrmin
User groups Administrators

VI014/04/23

hﬁsnaDEHSEN

Settings Overview

Local Area Network (LAN) settings

This section displays a summary of your LAN network settings. These settings indicate the current

configuration of your LAN ports.

Network Settings LAN1
Obtain an IP address via DHCP
Local IP Address:

Subnet mask

Default gateway:

Prefered DNS server

Alternate DNS server

MAC address

Host name

Project Information
Project Name

Project Runtime Start
Project Build Time

Project Build Version
Project Build CRC

RTU32S Version Information
RTU32S Firmware Date (RTU325.exe)
RTU32S Firmware ID (RTU32S.exe)

VM Runtime Version (RTU32.exe)
RTU32S CE Image Date {NK.bin)
RTU32S Windows CE Version:

RTU32S Windows CE Build Version:

Drivers installed
IEC60870-5-101 Master/Slave
IEC60870-5-103 Master
IEC60870-5-104 Client/Server
Modbus Master/Slave

DNP3 Slave

RTU32510Test

NUC900
DISABLED
192.168.1.221
255,255.255.0
192.168.1.1
83.136.89.6
192.168.1.100
00-04-5f-93-49-b4.

RTU325

2014/07/08 10:32:51.912
2014/07/08 08:33:53

7

16267023e9a

1.55.1.0/1.18.10B1

2014/07/04

92746 W910

8.5.121210

2014/07/03

6.0

1937
RTU32.exe 1.55.1.0
RTU32.exe 1.55.1.0
RTU32.exe 1.55.1.0
RTU32.exe 1.55.1.0
T5BUSEXBDNPSSLS.dIl 3.1.52.482

On this page you will get an overview of the network settings and vessiotine primary system fileand drivers If you are contacting

your supportoffice or distributor, you will always be asked for the software version numbers.

The Drivers installed section Iisthe activaied drivers in youRTU32NThe full Modbus Suite and IEC60870 Driversaatize in all
RTU32NAdditional drivers like DNF&ave are installed the Driver License is ordered with t&TU32N
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5.2 Hardware Overview

The hardware overview page shows you online the current I/O configurstidus It lists the physical connected 1/0O Expansion modules
and you are able to read théatus of each input or outputnithe example below th&*TU32Ns equipped with internal 1/0 and inp@
2, 3, 4and @re activated, value of analogue are also displayed.

RTU32N Series User Guide

=8 X
e ) 8 p/192.168.1 221 remotead O - C || g RTU2S Hardware Overview | nIARH
S [=) Suggested Sites ~ Jdg Microsoft Dynamics CRM & Web Slice Gallery 3~ B - ) @ ~ Pagev Safety~ Tools~ @~
I I s
Hardware Overview
Settings Overview Current I/0 Configuration 6
UCL-28 I0.Dx 16 DI, 8 DO, 4 analog input
Network Settings UCL-16 DIO.P1 16 bit dig. inp. & out. DC
Modem Settings
VM Runtime Settings b
1/0 Board Settings: Update Status
Time Settings
Change Password Updated @ 14:02:12 Refresh rate: [256C
Edit Config File
Boot
DNP3 Slave B Digital Inputs ©
0 01 2 3 4 5 & 7 % s 0o B WIS
— VN ) || o) oo ol o) o
i wase s DEPEEOEEDDEEEDER
vaoueoszs
Digital Outputs ©
0 1 2 3 4 5 6 7 8 5 104 2@ M IS
motute 0: - [o][o][o][o]e][o][w][o][v][o][e][e] o] [e][e][e]
modale 1: - (O] (@[] (0] O] (] (el o] (@] (O] o] [e] (el (el el [e]
Analogue Inputs ¢
moduleo: (I ]1
module 1: (I ]1
Module 3 [Hl 1
4
H100% -
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5.3 Network settings

R)'sRODERSEN

System Overview

VM Runtime Settings

1/0 Board Settings

System Configuration
* Serial Port

* Network Redundancy
« Time
“ Services
Maintenance
Utilities
DNP3 Slave

User name: admin
User group: Administrators
/05725

CPU Temp: 62.2 °C
Load: 13 1.34 127
Memory Usage: 65,5 %
Board Temp: 33.5 °C

On the network s#ting page you can change the LAN1 settings to fit your local network. You must assign fixed IP addresses to gain acces

Network Settings

Ethernet LAN 1

etho

Obtain an 1P Address via DHCP
IP address

Subnet mask

Default gateway

Preferred DNS Server
Alternate DNS Server

Ethernet LAN 2

eth1

Obtain an IP Address via DHCP
1P address

Subnet mask

Default gateway

Preferred DNS Server
Alternate DNS Server

Hostname

Current hostname

Apply || Cancel

|D

192

]

192
192

83

192 .

imscgul-var-da

5

W
o
&

Jzss

@
3

NET

-[Jros

RTU32N Series User Guide

to the RTU32Nvith your browser, FTP client @rodersen WorkSuitan your LAN network. If you do not know about the IP addresses

and Sibnet masks in your local network, please contact your local network manager or IT department for help.

You can also change the RTU Host Name. Default the host name of theRRTIB&N

After entering new settingslickApply to save. Note that the nesettings will NOT be activated before you reboot the RTU32. Use the
Boot function on the menu at the left side of the page.

54 HTTP, HTTPS, SSH

At the webpage under System Configuration/Services can HTTP, HTTPS, SSH be enabled or disabled.

Rp'sRoDERSEN

Services Settings

System Services

Vs asmme: sdmin
s grop At stons

Brodersen A/S, Islevdalvej 187,-B&L0 Roedovre, Denmarkel: +45 45 35 26 27, Fax: +45 45 35 26 29, Email: &edé@sencom
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5.5 Network Redundncy settings (HSR/PRP)
¢tKS bSi¢2N)] NBRdzyRIyOé aSidAiy3a vYdzaid 08 R2yS 2y GKS 4SoL)J 3So
Below picture appears. Select in Dropdown box if network is HSR or PRP.

RTU32N Series User Guide

RpfsRoDERSEN

Network Redundancy Settings

Network Redundancy Protocols

Enabie Network Resundancy

Network Bonding

R
Ut grop Adimistrators

Enable Metwork Bonding

5.5.1 HSR selected

Select HSR

Select the correct HSR version

HS R/ PRP s up &peceifies thedast byie of the multicast address used for HSR/PRP supervision
Enter the IP Address that will be common for both LAN interfaces.

Enter subnet mask or use default

HSR clone MAC address  Specifies whe ther the ethO adapters MAC is used for both LAN adapters , this
is only supported by HSR only

o

=A =4 =4 =4 A -4

5.5.2 PRP Selected

Select the correct PRP
HS R/ PRP s u p eSpecifies thedast byie of the multicast address used for HSR/PRP supervision 0
Enter the IP Address that w ill be common for both LAN interfaces.

Enter subnet mask or use default
HSR clone MAC is only supported by HSR.

= =4 =4 4 A

Brodersen A/S, Islevdalvej 187,-B&L0 Roedovre, Denmarkel: +45 45 35 26 27, Fax: +45 45 35 26 29, Email: &edé@sencom 14
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5.5.3 Network Bonding
1  Select the Network Bonding

RTU32N Series User Guide

M Select correct mode in drop down(Active Backup, Balance -RR, Balance -XOR, Broadcast) see below
pictur e
R ERODERSEN

Network Redundancy Settings

Network Redundancy Protocols

Network Bonding

N s el Enable Network Bonding

1 Enter| P address, default gateway, DNS information.

5.5.4 Adding USB Ethernet adapter

Important, use only Brodersen USB Ethernet adapter. After inserting USB Ethernet adapter into RTU, go to webpage. The new LAN
adapter will show as ETHERNET LAN 3t briconfigured same way as ETHERNET la#id ETHERNET LAN 2

Brodersen A/S, Islevdalvej 187,-B&L0 Roedovre, Denmarkel: +45 45 35 26 27, Fax: +45 45 35 26 29, Email: &edé@sencom 15
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5.5.5 Modem Settings
If you usethe Brodersen UCM4 3G/GPR#&odem you must configure theTU32No work with the modem.

RTU32N Series User Guide

NN E e
a & http://192.1681 221 /remotead £ ~ & || @ RTU2S UCM-94 Modem S. {r
33 [5] Suggested Sites ¥ g Microsoft Dynamics CRM ] Web Slice Gallery v o v [ e v Pagev Safetyv Toosv @~
. ' i
UCM-94 Modem Settings
Settings Overview Enable UCM-94 modem ©
Hardware Overview
Network Settings Modem Connection
Access Point Name (APN) Internet ]
VM Runtime Settings b N o - o
1/0 Board Settings Phone Number =
Time Settings User Name o
Change Password Password o
Edit Config File Save User Name and Password Oe
Boot Connection Control
DNPG Slave B Connection Retry Interval (sec) 50 [
Log activity to system log L]
User mames sdmin ) .
User group: Administrators Security Settings
oouss Use Data Encryption dOe
Unencrypted password (PAP) Oe
Challenge Handshake Authentieation Protacol (CHAP) o
Microsoft CHAP (MS-CHAP) Oe
Microsoft CHAP Version 2 (MS-CHAP v2) o
Modem Connection Status
UCM-94 P Address Not connected € o
#100% ~

In order to ensure the modem is working youlwited to enter all credentials correctly. The webpage include small help icons. Just put
the cursor on them and you will get details for each point.
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5.5.6 Modem control from Logic

If you want to control the connection from the PLC application, you mustis€lennection Control from application. And then in your
PLC application use the Function Bl&&&nnect3@&placedin the Dialup function group.

4 r
[ Counters -
1 Diallp

\Lo COMMECT 3G [*Remobe Metwork...

COMNMECTYPH [*Remate Metwar...
DIALUP [*Dial a modem connect..
GET3GMODEMSTAT [Read sig...
GETCOMMSTATE [*Get commur...
T GETDRVACTIVE ["Get COMzx cur...
TF GETDRWHAMDLET [*Get handle .
GETDRVSTATE [*Get driver stat...
HANGIUF [*Hang-up a modemn co..
£ DMF3

m

- 1 Filez o=

Note: The Settings Overview web page will inclrermodem connection statuat the bottom ofthe web pageif the modem is

) CONNECT3G.blt - Notepad =&

File Edit Format View Help
Connect3G function block is used to control the UCM-94 modem.

VAR_INPUT:

RUN : BOOL;
When TRUE the function block will attempt to connect the UCM-94 to the internet, using
parameters defined on the Modem Configuration sheet on the web server.
The connection will be kept open until RUN is set to false.

LOG : BOOL;
The STRATON application can control the connection log using this parameter.

Retrylnterval : DWORD;
If the modem can not connect successfully to the internet then a connection will be retried
using the interval specified here. The interval is specified in seconds.

The special value -1 means that the Modem Retry Interval specified on the web page is used.

VAR_OUTPUT
Connected : BOOL;
Indicates the current reported connection state of the modem.
Connecting : BOOL;
Is set to true during the connection procedure until a connection is established.
ConnectionNumber : UDINT;
This variable is incremented every time a new connection is attempted.
SecondsToNextConnection : UDINT;
This shows number of seconds until next connection is attempted.
Special value Oxffff-ffff indicates that RUN = FALSE.
Status : UDINT;
This parameter shows the status of current dial attempt

600 PENDING
607 ERROR_EVENT_INVALID

619 ERROR_PORT_DISCONNECTED

623 ERROR_CANNOT FIND_PHONEBOOK_ENTRY
628 ERROR_DISCONNECTION

631 ERROR_USER_DISCONNECTION

633 ERROR_PORT_NOT_AVAILABLE

666 ERROR_DEVICE_NOT_READY

676 ERROR_LINE_BUSY

678 ERROR_NO_ANSWER

679 ERROR_NO_CARRIER

630 ERROR_NO_DIALTONE

696 ERROR_STATE_MACHINES_ALREADY_STARTED
755 ERROR_POWER_OFF

756 ERROR_POWER_OFF_CD

87 ERROR_INVALID_PARAMETER

I

connected Itwill alsoshow you the IP address assigned on the 3G/GPRS network.

5.6 Runtime Setting/ Main Settings

Under the menu item VM Runtime Settings can the PLC runtime settings be adjusted.
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